Lender Security
Administrator's Access to the
USDA LINC Site



Security Administrator Responsibilities

 Manage which lender staff has
access to FSA records: 4 levels:
— Lender Representative
— Lender Viewer
— Branch Representative

— Branch Viewer FSA Data, safely
Iocked away ..

f




SA Info to be provided to FSA

Lender Name:

Employee Name: (If a
Backup, state so t00)

Level-2 eAuth ID: (NOT
your password)

Best ph #:

FSA Branch #: (You just
tell FSA the town your person works in & FSA can easily
get the Branch Number.)




USDA United States Department of Agriculture
- USDA Lh’" 1

“mf‘f Clicking on either link will allow the Lender
Representative to access GLS -
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Unauthorized access to this United States Government Computer System and software is prohibited by Title 18, United States Code 1030,
This statute states that: Wheever knowingly, or intentionally accesses a computer without authorization or exceeds authorized access, and
by means of such conduct, ehtains, alters, damages, destroys, or discloses information or prevents authorized use of (data or a computer
owned by or operated for) the Government of the United States shall be punished by a fine under this title or imprisonment for not more than
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USDA United States Department of Agriculture
=__' USDA LINC Lender Interactive Network Connection

USDALINC FSALINC  RBSLINC RHSLINC  RUS LINC Meszage
Hupite Huorte Huorie Huore Huomie Help aite Nap Baoard

Farm Service Agency
Lender Loan Closing Administration [— Farm Service Agency
Application Authorization Onidine
Lender Status Report Lim\

Hyperlink for Lender Representative to add other lender staff
to GLS




USDA. united States Depariment of Agricutue

ﬁ USDA eAuthentication

Home I About eAuthentication: Help | Contact Us  Service Centers
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This is & United States Department of Agriculture computer systemn, which may be accessed and used only for
official Government business (or as otherwise permitted by regulation) by authorized personnel. Unauthorized

access or use of this computer system may subject violators to eriminal, avil, and/or administrative action. All
information on this computer systam may be intercepted, recorded, read, copied, and disclosed by and to

authorized personnel for official purposes, including criminal investigations, Access or use of this computer system
by any person, whether authonzed or unauthonzed, constitutes consent to these terms.,
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USDA. united States Department of Agricutture

~Sl USDA eAuthentication

Home | About eAuthentication’ Help | Contact Us : Service Centers

| QuickLinks 3 eAuthentication Login

» What is an account?
¢ Greala an account
User ID: [patelender | Want To...

b Updala your account
b Link a Cartificate o your Password: IIII TTLT o change My Password

Account

Reset My Forgothen

Administrator Links / | Legin * password
* Local Registration

Autharity Lagin

.,

Login using your Lewvel 2 e-Auth D
previously provided to FSA




Lender Security Administrator:
“Maintaining users in AASM”



Maintaining users in AASM
Enter lender tax 1D and click the
"Add User” button

External Lender User List

Lender TaxID  |123456780 USDA Assigned BranchNor| /. Eﬂnﬂh List
System Id Guaranteed Loan System - Level 2 j

eALth User 1D Use * at end of eAuth User ID for wildcard search
Last Name Use * at end of LagtMame for wildcard search
First Name Use * at end of First Name for wildcard search

Seach |  Refresh
Action: |Hainlnjn vl

eAulh User|p  SYStem Last First oo

D Name Wame

| Add Admin

Debarred Lender Branch

StS | dicator  TaxID  Nbr

Phone

Frevious \ I et |




Establish Lender / Branch Re

eAuth User ID ™
Last Name;
First Name:
Phone*/Ext
Fax

Email Address

Assurance Level

I" Debarred
Indicator
Status ™

Authorized System ™
Security Rale *

resentative Authorization

[RWPwW4 "
Enter Level 2 e-Auth ID for the
Lender employee to be added
have 3




USDA male ™ i
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Status * [Acive ~[v._

Authorized System * m Loan System - Level 2 |
. Inactve y

. :aaammwaj\
Loan Program

Security Role

Branch List

‘Inactive” 15 Used to deny access to a
user, If an employee leaves a lending
nstituton

(W FSA)
Lender Taxid™ 123456789
USDA Assigned
Branch Nbor *
Lender Name: [BANCFIRST

Security Roles Crdered in Descending Level of Administrative Functionaliy

Lender Representative (Allows the user 1o enter transactions for all of the lender’s branches)

Lender Viewer [Allows the user vew only capabiliies of all transactions associated with the lender Tax 1D for all branches)
Branch Representative (Allows the user 1o enter trangachions for only the lender branch for which the user s associated)
Branch Viewer (Allows the user vew only capabiliies of all transactions for the branch for which the user 15 associated)




USDA maa i

== Rural (Logaff EAuth)
Desvilnprment “Help)
- EALUT gagt 10, |rﬁ|'r|*wuq ﬂ
Last Name:
First Name: athy
Phone”/Ext : -
Eon For FSA, the Authorized System field must be
Email Address Sbrightcknel : Le‘f' 3 e‘ﬁUth —
Assurance Level ee next screentor detall on securnty Kole
B Dsiarred Note: You may add the users Phone and Fax
Indicator Mumbers
Status * Adve 3 0000 T
Authorized System *, | Guarantead Loan System - Level 2 j
Security Role * Mot Assignad Raole
Lender Tax ld™ Elram:h Hapresantuwﬂ i
Branch Viewer
giﬁ?ﬁﬂ?:m Lender Fepresentative  franch List |
Lendar Viewer
Lender Name: s
hd
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Active ]

Authorized System *. | Guaranteed Loan Systam - Level 2 _'_'j

Security Role ” Lender Representative =]
Loan Program
(W FSA)
Lender Tax Id ™, 1234 56759
LSDA Assigned = Branch List
Branch Nbr *; — i
LenderName:  [BANCFRST secunty Roles

Security Roles Ordered in Descending Level of Administrative Functionality :
Lender Representative (Allows the user to enter transactions for all of the lendar's branches)

Lender Viewer [Allows the user ugw only capabilities of all transactions associated with the lender Tax 1D for all branches)
Branch Representative (Allows the user 1o enter transactions for only the lender branch for which the user is associated)

Branch Viewer [Allows the user vigw only capabilities of all transactions for the branch for which the user 1s associated)

Led




USDA e ™ el A oy i

(Logaff EAuth)
Dwrdelogment elpl
sl B
Status * Actve =
Authorized System * 2 Conlirm Submission - Web Page Dialoa x|
Security Role ™ 1 understand | am providing all information inchided on Torms and attachiments 1o
the United States Department of Agricultine (USDA} Tor review and processing.

Loan Program

My statements on any submitted forms and attachments are true, and correct 1o

the best of my knowledge and beliel and are made in good faitly, | andes stand that
Lender Tax Id* a knowing and willing Talse statement can bé punished by afine of imprisonmen

of both, (See Title 18, Section 1001, of the United States Code.)
USDA Assigned
Eranc har™. Are you sune you wati to Submit the package?
Lender Name:
gz Mo

Security Roles Order @ _J
Lender Represen 10 Brler [ransaciions 1or an o BN0ET & Drancne

Lender Viewer (Allows the user vew only capabilities of all transactions associated with the lender Tax ID for all branches)
Branch Representative (Allows the user 1o enter transactions for only the lender branch for which the user is assaciated)

Branch Viewer (Allows the user wew only capabiliies of all transactions for the branch for which the user is associated)

|l
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Establish Lender / Branch Representative Authorization

eAuthUserD* |

4

First Name: palty ? Usar has been successfully saved. Do you wish to add more users?
Phone*/Ext [(405)743-

Fax L | cna |
Email Address e
Assurance Level

[™ Debarred

Indicatar

Status " Actve ¥

Authorized System ™ | Guaranteed Loan System - Level 2 j
Security Role Branch Representative »|
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Fie Edt Vew Joert Fomst Took Actions Help
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USDALING  FSALINC  From:  guarantesd.loan@stl.rral.usda.gov  Sent: Tus S/6/2005 11:49 AM it
Hams Home  7o;  Elanga, Pat - Washington, DC ard
Ce:
Subject:  LISDA - Rural mmmmmm{m;mm
NOTE? Hew - ' e
User button and * + 11l Iw You have been authorized by your Securlty 3
Log On hyper : - hidministrator to useé the Guaranteed Loan Syatém
bk for EDI (GL3) webaite at hntps:Husﬂaun:.:t:,r:gw,usda.g'w
have been -
moved to the ' \
EDI menu
The lender's employee will recelve an email notice that he/she Bl
has been added to the AASK system
Rural Business
Unauthorized access to this Und pil States Code 1030,
This statwie states that: Whoeve juthorized access, and -
saanwe af resh cawdnset ahiais [Andn pe s cpsmeiew
J |L|J
B st 2 som wdago. | 2 | [ et
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Lender TaxiD  [123456729 USDA Assigned Branch Nor | Branch List
Syster Id Guaranteed Loan System - Level 2 ¥
eAuth User ID Use * at end of eAwth User ID for wildcard search
Last Name Use * al end of Last Name for wildcard search
First Name Use * at end of First Name for wildcard search
Sech | Refiesh |  AddUser |  AdiAdun |
Action W\
msﬁem - The "Maintain® function in the Action drop down
e UseriD 5 ane | box allows change to the Status field (Active vs. [
MHARRISD  GLSLVLY Hamsg nactive) or change in Security Roles o0)726-9617
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Lender’'s Security Administrator
access to the USDA LINC Site (Summary):

1. The person designated by the lender as the lender’s Security Administrator (SA) must
obtain a Level 2 eAuthentication ID.
2. Report to your local FSA Service Center the name of the lender’s designated SA. Local

FSA staff will forward information to the Farm Loan Program Section in the State Office.
The State Office will add the designated SA to the Application Authorization Security
Management (AASM) system, which gives the SA access to FSA'’s electronic reporting
systems.

3. The Lender Security Administrator will receive an email notification after FSA adds
him/her to the AASM system. The email includes the USDA LINC website address.
(See sample email language below):
“You have been authorized as a Security Administrator in Guaranteed Loan System -
Level 2 (GLSLVL2). Your Guaranteed Loan System - Level 2 (GLSLVL2) users should
go to the following eAuthentication web site to self-register for level 2 security to obtain
an ID and password: www.eAuth.egov.usda.gov.

4. Then you can log-on to the Guaranteed Loan System - Level 2 (GLSLVL2) web site
located at https://usdalinc.sc.egov.usda.gov to delegate access to the Guaranteed Loan
System - Level 2 (GLSLVL?2) for all of your users.”

Note: Any user who already has a level 2 eAuthentication account does not need to self-
register again. The Security Administrator should delegate access using the existing
level 2 eAuthentication ID for other lender users.



